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The West Australian Police (WA Police) is one of many State and Federal government agencies who hold vast 
amounts of sensitive public information in secure Restricted Access Computer Systems (RACS). The public relies on 
all of the agencies to secure their information and to only access it for a lawful and appropriate purpose.

Unauthorised access to these systems (either externally via hackers, or internally, by authorised users who exceed 
their authority) constitutes an offence under Section 440A Criminal Code. Computer misuse has been an on-going 
problem for the WA Police for members who access information contrary to their authority which states, inter alia, 
‘access is limited to information which has a direct relationship to their work role or function’.  (Emphasis added by 
author). 

The WA Police has advanced auditing functions and is vigilant in its investigation of alleged breaches. This pro-
active approach has led to WA Police charging more officers criminally than all the other state government 
departments combined. To address this problem the WA Police has commenced a comprehensive study of 
computer misuse to ascertain what suite of measures are most effective in preventing misuse.   
The WA Police is now embarking on an ambitious project titled the ‘Information Integrity Pathway’ which utilises 
three pillars (Awareness, Deterrence and IT solutions) to act as the catalyst for cultural change. The challenge is 
to move from a perception of WA Police members being owners of information, to one of being custodians of 
information. The ethos of custodianship implies a higher level of trust which placed upon the guardian to protect 
an item entrusted to them for safekeeping.

The project has significant synergies with other state government departments and the WA Police is willing to 
share its journey at the Public Sector Research Day. 
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wider implications of computer misuse within the WA 
Police. He has a keen professional interest in investigative 
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