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INTRODUCTION 
The Western Australia Police (WA Police) is the owner and user of multiple computer 
systems, many of which hold a vast array of private and confidential information. All of 
these systems, regardless of their content, constitute a Restricted Access Computer 
System (RACS) as defined in section 440A of the Criminal Code Compilation Act 1913 
(CC)1. The integrity and security of information contained within these systems is of 
paramount importance, and the general public has an expectation the information is 
only accessed by authorised persons in a lawful and appropriate manner. 
 
An extensive suite of computer firewalls protect the information from external access 
via computer ‘hackers’. This is an on-going risk which is managed and mitigated on a 
daily basis. However, an equal and more complex risk exists from the threat of WA 
Police employees (and other authorised users) who access RACS in the course of 
their employment and then go beyond their remit and use them beyond their 
authorisation. The governance and policing of WA Police authorised users is highly 
refined, but despite these measures, breaches of RACS occur on a weekly basis. 
 
This paper deals with the current effectiveness of the WA Police deterrence, 
prevention and detection strategies for all WA Police users, including authorised 
external users from other agencies. The paper also provides recommendations to 
improve security and governance to ensure compliance by WA Police members. 
 
To instigate these changes the WA Police will be required to implement a clearly 
defined Information Integrity Pathway (IIP) to deliver structural changes, supporting 
processes and technologies. The core of the IIP is to initiate a change of culture to 
move from a perception of ownership of information to one of being a ‘custodian’ of 
the information. Changing the culture within any agency is the most challenging 
endeavour of this initiative and requires a consolidated and concerted approach over 
a lengthy period of time.  
 
The study has identified a number of synergies with other government and non-
government agencies and could be a leading example to develop multi-disciplinary 
collaboration and innovative use of contemporary information technologies. 
 
 
 
 
 
 
 
 
 
                                                           
1 Criminal Code Compilation Act 1913 
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1.0 HISTORICAL CONTEXT / BACKGROUND 
 
As early as 1997 police jurisdictions outside of Western Australia were identifying 
problems relating to improper and unlawful use of RACS, and these formed a common 
theme amongst Royal Commissions in Australia. Additionally, it was found computer 
misuse was rarely a stand-alone issue and was linked to other, often more serious 
unprofessional conduct.  
 
In January 2004, the final report of the Kennedy Royal Commission2, Chapter 11 was 
dedicated to solely to the topic of computer misuse. The following paragraph 
articulated the broader issues which were discussed: 
 
‘The need to ensure the confidentiality of personal information and integrity in the use 
of the information is important in maintaining public confidence in WAPS. There is a 
broad public awareness and concern about the amount of personal information that is 
being stored by government instrumentalities. In respect of the police there is an 
acceptance that police officers should have access to such information in order for 
them to carry out their work effectively and expeditiously. On the other hand, members 
of the community increasingly need assurance that their confidential information will 
be used only for proper policing purposes, and that their rights to privacy will be 
respected’.    
 
The Kennedy Royal Commission found ‘unauthorised access of WAPS information 
databases has continued to occur in a variety of circumstances and with varying 
degrees of harm flowing’ and further stated ‘WAPS needs to substantially improve its 
system for control of access to information collected by it, and take stronger action, 
including prosecution, when breaches of its procedures are detected’.  
 
The majority of the recommendations were embraced and implemented by the WA 
Police but computer misuse still continues to this day. 
 
 
2.0 COMPUTER MISUSE / GENERAL FACTS 
 
The threat of information being obtained and used unlawfully is divided between 
external threats (via hacking) and internal threats from authorised users who act 
beyond their mandated authority. There are a myriad of IT (Information Technology) 
solutions utilised by the WA Police to implement effective firewalls to prevent hacking. 
These systems are complex and reliant on an ever changing threat perspective and 
technological advances.  
 

                                                           
2 Royal Commission into whether there has been corrupt or criminal conduct by any Western Australia police officer.  
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There are no reliable statistics which accurately reveal the true extent of computer 
misuse within any agency in Australia. Most meaningful data is derived from statistics 
of members who have been caught for computer misuse and this is a highly under-
representative measure at best. The extent of misuse is dependent on the combination 
of a number of variables which include, but are not limited to the following: 
 

 The culture of the agency in how members collectively appreciate the 
proprietary of accessing of private information. 

 The induction and on-going training of staff to re-enforce their knowledge of the 
rules pertaining to the access of information. 

 The sophistication and implementation of various IT solutions to prevent and 
deter members. 

 The manner in which the RACS are constructed and the levels of security within 
each system. 

 The complexity of the tools available to properly audit systems. 
 The tenacity of the organisation to pro-actively identifying and deal with misuse. 
 The type of information retained in the systems. 
 The relevant policies & procedures which articulate how information may be 

accessed.  
 The outcomes for members who have engaged in computer misuse and its 

general deterrence effect. 
 
All State and Federal Law Enforcement Agencies utilise RACS to secure sensitive 
data. 
 
In a report in November 2000 by the Queensland Criminal Justice Commission3 it 
stated ‘However, it is clear that complaint statistics should not be relied upon as an 
accurate measure of prevalence for this type of misconduct, nor should the complaints’ 
mechanism be considered a comprehensive system of monitoring and detecting 
improper access and/or release of confidential information’. 
 
In a detailed report by the Western Australia Corruption and Crime Commission4 
(CCC) published in September 2005 it stated ‘The exact extent of the problem of 
misuse of computer systems through unauthorised access and disclosure is not known 
and it is widely suspected that a great deal goes undetected, and further, ‘all we are 
ever seeing is the tip, and the iceberg itself remain largely unseen and unknown.   
 
This paper proposes computer misuse falls into three broad categories (regardless of 
which agency owns the RACS) namely: 

                                                           
3 Queensland Criminal Justice Commission ‘A report on the improper access to, and release of, confidential information from 
the police computer systems by members of the Queensland Police Service. 
4 Corruption and Crime Commission4 CCC ‘An inquiry into unauthorised access and disclosure of confidential information held 
on the electronic databases of public sector agencies’. 
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 Corrupt conduct: whereby persons access RACS with the intent of obtaining 
restricted information which they then divulge to criminal entities. This is relatively 
rare and the most difficult to detect. 

 
 Celebrity / Salacious story curiosity: whereby persons access RACS to gain 

further information about a well-known identity or an incident which has a high 
level of public interest. This is relatively common and easy to detect if adequate 
audit systems are available.  

 
 General curiosity: whereby persons access RACS to view information which is 

of personal interest to them which they would not ordinarily access in the usual 
course of their duties.  This can be serious if it involves any nefarious intent or 
relatively benign if it involves access to their own personal information. Detection 
can be difficult, especially for names which have no obvious link to the member. 

 
Since the introduction of 440A CC in 2004 the WA Police Professional Standards 
Command (‘the command’) has taken corporate responsibility to implement the 
recommendations of the Kennedy Royal Commission. ‘The command’ has undertaken 
a myriad of measures to ensure adherence to the law and policy. However, a review 
of the large number of 440A breaches by both sworn and police staff indicate an on-
going lack of compliance. 
 
3.0 PRIVACY PRINCIPLES 
 
There is no state privacy legislation in Western Australia at present, but there have 
been on-going parliamentary discussions about the merits of introducing such 
legislation. However, over-arching Federal privacy principles do impact on state 
government agencies policies and procedures. The Commonwealth Privacy Act 19885 
is Australia’s key information privacy law and is primarily concerned with the security 
of personal information held by certain entities, rather than with privacy more 
generally. The Privacy Act 1988 sets up a regime for the security and privacy of 
personal information which is collected, stored or used by certain entities.  
 
From 12 March 2014, the Australian Privacy Principles6 (APPs) have replaced the 
National Privacy Principles and Information Privacy Principles and will apply to 
organisations, and Australian Government and Norfolk Island Government agencies. 
The APPs and the APP guidelines cover both Australian Government agencies and 
organisations covered by the Privacy Act.  

It is clear from these developments that privacy principles are being considered at the 
highest levels of government. In its simplest terms the general public expect private 

                                                           
5 The Commonwealth Privacy Act 1988 
6 Privacy Amendment (Enhancing Privacy Protection) Act 2012 
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information which is lawfully obtained from any Government Department to be secured 
correctly and only accessed in appropriate circumstances. 
 
3.1 Privacy considerations in practice 
The WA Police has investigated a number of incidents which appear to encompass 
celebrity curiosity. These incidents are complex as they raise deeper questions on the 
manner in which police officers and other WA Police employees use RACS and how 
far those limits may extend. 
 
The WA Police has a restrictive view on RACS which is articulated in the primary 
policy7 which states access to RACS can only occur if there is a ‘direct relationship to 
their work area and associated work function’. What actually constitutes a direct 
relationship to a members work area or function is the core issue and is difficult to 
define having regard to the common law and statutory conferred on police officers 
pursuant to Section 7(1) Police Act 1892. Despite a comprehensive education 
campaign over a 12 year period it appears there are still some grey areas which have 
not been given absolute clarity.  
 
 
4.0 INFORMATION INTEGRITY PATHWAY 
 
The Information Integrity Pathway (IIP) is the proposed roadmap for reform within WA 
Police, to reduce computer misuse in the Agency. The ethos is simplistic in nature and 
it articulates a pathway forward based on the following tenet: 
 
The Western Australia Police holds a vast array of highly confidential business 
information in numerous restricted access computer systems. The public places a high 
level of trust in us to properly secure this information and only access it on a ‘need to 
know basis’. As custodians of this information we must always uphold these 
expectations by treating all information lawfully and ethically. 
 
This tenet has in fact been upheld more traditionally within the medical fraternity, 
where personal medical information is vehemently guarded. 
 
The statement raises two important points which have not been previously effectively 
articulated. The first one, is the acknowledgment of the role that public expectations 
of privacy play in this subject matter. The second, is the concept of custodianship of 
information (emphasis added by author), implying a higher level of care and 
accountability shown to public information.  
 
The term ‘professional curiosity’ has a connotation of presumptuousness with little 
regard to over-arching privacy considerations. The term aligns more with an ethos of 

                                                           
7 WA Police policy LO-01-05 Restricted Access to Information on the Police Computer System. 
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ownership of information and implies a lower level of care and responsibility, and may 
promote a more laissez-faire attitude. There is evidence to suggest the WA Police falls 
more into the category of perceiving themselves as owners of information.  
 
A custodian is defined as ‘one that guards and protects or maintains; especially one 
entrusted with guarding and keeping property or records, or with custody or 
guardianship of prisoners or inmates’. 
 
The terms implies a higher level of trust which is placed upon the guardian to protect 
an item entrusted to them for safe keeping. There is anecdotal evidence this concept 
of custodianship is stronger in some agencies than in others. In conversations with the 
Australian Taxation Office it was apparent the concept of patient confidentiality played 
an intrinsic part of both the agencies and individuals corporate values. It is this higher 
level of trust and a desire to protect the privacy of patients which leads to the ethos of 
being viewed as a guardian and custodian of information. This mindset is a valuable 
tool and should be inculcated in the mindset of the WA Police. 
 
Although the distinction between the two phrases may, at first flush, seem minor in 
nature, its overall significance cannot be underestimated. To uphold the expectations 
of the public by treating all information lawfully and ethically, it is my recommendation 
the WA Police embark on a program of cultural change to move from an ethos of 
owners of information to being custodians of information.  This will ensure that future 
decisions (pertaining to access of RACS) are values based and better align with both 
the individuals and the  Agency’s core values as articulated in the WA Police Code of 
Conduct.    
 
The IIP framework includes three distinct pillars which interact together to provide a 
secure system whereby all information is used ethically and lawfully, with proper 
regard to privacy considerations. The three pillars are ‘Awareness; IT Solutions; and 
Deterrence’.    
 
 
5.0 AWARENESS 
 
A clear understanding of the legislation and relevant policy surrounding access to 
RACS is critical in ensuring adherence. If authorised users of RACS don’t properly 
understand the ‘rules’, how can our other employees be expected to adhere to them? 
 
Since 2004, the WA Police has embarked on a comprehensive program of training 
and awareness. The success of the program is difficult to measure, but if the litmus 
test is whether computer misuse has reduced, the overall impact has been limited.   
 
Historically, when officers erred and a breach sustained, managerial intervention or 
discipline was utilised to modify and amend future behaviour. This action was often 
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perceived as punishment by members and led to a conveyor belt mentality of dealing 
with the issue at the end, rather than seeking to understand and address causal 
factors.  
 
The concept of autonomy for the ‘Office of Constable’ is an age-old principle and well 
known and understood by all sworn officers.  It is commonly accepted that an officer 
alone makes certain decisions of which they are solely responsible and they must be 
able to justify them at a later date. This has clear application in the exercising of certain 
powers relating to the power of arrest, search and seizure of property, use of force 
and other applications.   
 
There is an expectation from officers, that prior to exercising these powers, the WA 
Police will provide members with comprehensive theoretical training on the current law 
and policy and for this to be consolidated with practical training and on-going 
awareness. However, when a police officer elects to exercise such power, most 
officers accept they alone are responsible for their decision and the consequences. 
When the potential of negative outcomes for the officer are clear (i.e. significant 
managerial intervention, internal discipline or criminal charges), the understanding and 
awareness relating to the potential risk is increased exponentially. With this perception 
of increased personal risk comes the requirement and desire for the individual to 
mitigate this risk by being fully appraised of all the information they need to know to 
make lawful and proper judgements.   
 
The onus to make good decisions lays clearly at the feet of the individual and the 
concept of ‘right side of the line’ (the new command corporate branding slogan), which 
articulates this duty concisely. The concept is eminently applicable to computer misuse 
issues, along with a myriad of other applications.  Although non-sworn police staff and 
external users do not necessarily have an appreciation of police officer autonomy, the 
general over-arching concept of personal responsibility and ethical behaviour 
resonates strongly.   
 
Linking personal responsibility with core values and officer integrity is a potent tool and 
yet have never been clearly articulated or utilised. This banner headline, coupled with 
an appropriate icon, will form part of a raft of measures which form part of the IIP. A 
comprehensive media strategy including screen savers, IT solutions, posters and 
informing articles will also be required to promote the initiative.  
      
Awareness is the one of the three primary pillars upon which the IIP is based. Any 
person who uses a WA Police RACS needs to have undertaken a comprehensive 
induction and training package, which will ensure they are well versed in 
understanding the expectations of the WA Police. The linkage of core values and 
officer integrity, aligned with the implementation of cultural change via the IIP will 
achieve improved awareness.  
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6.0 INFORMATION TECHNOLOGY SOLUTIONS 
 
This is perhaps an area where the greatest gains can be made. Prevention is far 
preferable than cure and any steps which can be introduced to minimise misuse, 
without hampering functionality are worthy of consideration. Any modifications to IT 
systems could be expensive, but this cost needs to be weighed against the cost of 
dealing with these matters after the fact. Therefore, consideration of IT solutions to act 
as a deterrent or pre-emptive measure may be attractive and worthy of further 
consideration and detailed analysis. 
 
A review of recent  computer misuse criminal charges within WA Police, showed that 
most criminal acts relate to access of a name where there is a familial or social 
connection to the accused. This may be termed the Social Network Profile (SNP) of 
an individual. 
 
Without interrogating the specifics of all confirmed incidents, it is reasonable to form a 
belief (based on the charges) that many 440A investigation files relate to access of 
SNP. This type of computer misuse often falls into the definition of general curiosity, 
as defined in chapter 2.0 of this paper. 
 
Some agencies have very sophisticated systems to deal with this issue as they are 
aware it represents a significant part of their problems. Centrelink is a large Federal 
agency with approximately 32,000 employees and utilises an automated system to 
pro-actively monitor SNP’s. From commencing employment with Centrelink, an SNP 
is created for each employee using information obtained from three separate 
databases (Centrelink, Medicare and Child Support Agency). If an employee  attempts 
to access a name during their course of employment which is included in their 
individual SNP, a file is generated which is sent to their supervisor for review. All 
members are advised of its existence and it acts as both a deterrent and an awareness 
tool, with actions taken as appropriate. Centrelink states this functionality plays an 
integral part in reducing computer misuse. 
 
6.1 High Profile Individual (HPI) blocking  
Discussions with other Australian law enforcement agencies and larger state entities, 
indicate celebrity/salacious story curiosity is a significant problem. Centrelink also 
have again adopted an IT solution to combat this phenomena and have constructed a 
HPI database containing approximately 640 names. The system is very similar to the 
SNP process and if a relevant names is accessed then it is blocked and a warning 
sent to a supervisor. The WA Police is in the process of implementing its own HPI 
system in one of the primary RACS, namely the Incident Management System (IMS). 
 
 
 
 



2016 IPAA WA Public Sector Research Day
Showcasing public sector related research in Western Australia 

1st September 2016

2016 IPAA WA Public Sector Research Day  
1st September 2016

7.0 DETERRENCE 
 
Deterrence is defined in the Butterworths Concise Legal Dictionary as: 
 
‘The theory that one of the purposes of punishment is to discourage people from 
committing crime R v Porter (1933) 55 CLR 182’. 
 
It is generally accepted that deterrence falls into two broad categories, namely general 
deterrence and specific deterrence. Without referring at length to prior academic 
studies, it is sufficient to state deterrence in relation to computer misuse within  WA 
police is likely to fall into one (or all) of the following categories: 
 

 Fear of being caught.  
 Fear of punishment. 
 Fear of negative impact on future career. 
 Fear of personal dishonour by displaying a lack of integrity. 
 Fear of bringing disrepute upon the Agency. 

 
All of these fears work together to act as a deterrent for law abiding persons not to 
engage in computer misuse. However, the fact that a large number of individual WA 
Police employees, including sworn officers have sustained 440A  findings against 
them, which is indicative that some officers are willing to take a risk, despite these 
deterrent factors.  
 
One of the most significant hurdles to overcome is an employee’s/officer’s perception 
that he/she is entitled to view the information given their area of employment within 
WA Police and that computer misuse is ostensibly a victimless offence. In a 
comprehensive study of the concept of entitlement by Kevin M. Gilmartin Ph.D ‘Ethics-
based policing…undoing entitlement’ it was stated: 
 
‘Entitlement is the belief that an individual by virtue of his/her position as a law 
enforcement officer is owed certain privileges or latitudes in terms of their behaviour, 
"those rules really don't apply to us".   
 
The concept of entitlement coupled with the perception that viewing private personal 
information is a victimless offence is a potent combination. It is likely these act as 
drivers to committing computer misuse and are further mitigated by the perception 
they are unlikely to get caught. 
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7.1 Criminal charging 
Multiple officers (sworn and police staff) have been charged criminally for 440A CC 
offences. Police staff are charged at a similar rate to sworn officers, having regard to 
their relative numbers in the agency.  
 
In the recent case law of INGLIS -v- PINCH8 a police officer was charged with 3 x 
440A (3) (c) CC incidents relating to accessing his own information on IMS resulting 
in the accused receiving an $8000 fine penalty. In accepting an early plea of guilty the 
presiding Magistrate made the following comments: 
 
‘But it is not the question of who was accessed, it is the question of the breach of 
trust.  The community empowers, as I said, police to do a number of things and we do 
it on a basis that we trust the police to comply with the law and to work within the 
confines of those powers, and if you go beyond them you not only breach the trust of 
the police department, you breach the trust of [the] community in general and the trust 
that the Parliament has placed in you by giving you that authority, and that is, I think 
has been indicated is the gravamen of the offence’. 

The gravamen of the offence may be defined as ‘The main thrust or crux of the thing 
complained against’. This case law has significant ramifications for the WA Police. It 
means that even at the perceived lowest level of offending (looking up your own 
details) the judiciary takes a firm and conservative view when police are involved.  
 
7.2 Managerial Intervention Model (MIM)   
The MIM is the WA Police primary platform for dealing with police unprofessional 
conduct with an emphasis on modifying behaviour through agreed managerial 
improvement and behavioural modification strategies. The MIM continues to be 
extensively used in dealing with sustained 440A type matters with varying degrees of 
effectiveness.  Similarly, the Public Sector Management Act Discipline Provisions, 
provides for ‘Improvement Notices’ and other discipline actions in a similar vein for our 
public sector employees, to improve behaviours.  
 
7.3 Section 23 Police Act 1892 formal discipline charging 
Multiple officers have been charged utilising the provisions of section 23 of the Police 
Act 18929 with the last officer being charged in 2010. A review is being conducted to 
re-introduce Section 23 and its implementation is likely to play a significant role in the 
revised suite of punitive outcomes.  Discipline charges were suspended in 2010, 
primarily given the outcomes were largely punitive in nature, contrary to the MIM 
general philosophy, however now six years later, there has been a re-think of the 
application and use of discipline charges to serve as a deterrent and punishment for 
those police officers who have not learned from prior managerial intervention, yet 
continue to misuse the computer.  Discipline charges can also be an appropriate 
                                                           
8 INGLIS -v- PINCH [2016] WASC 30 
9 Police Act 1892 
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alternative to criminal charges being preferred in certain circumstances, which is 
supported by the Director of Public Prosecution ‘Statement of Prosecuting Policy and 
Guidelines 2005.  
  
7.4 Loss of Confidence (LOC) proceedings 
A small number of sworn police officers have been nominated for LOC proceedings 
as a result of multiple computer misuse incidents. One member resigned during the 
process, the process was revoked for three members (who later received high level 
managerial intervention) and one member’s employment was terminated. WA Police 
routinely reviews a subject officer’s computer access records following every IAU 
internal investigation, regardless of its nature and many of the computer misuse 
breaches are identified through this proactive approach by WA Police.   
 
 
7.5 Public Sector Management Act 1994 (PSMA) 
The criminal charging of police staff is conducted by IAU, with  discipline action and 
managerial outcomes managed by the WA Police Employee Relations Branch utilising 
PSMA provisions and guidelines. The outcomes for police staff are limited by the 
options available under the PSMA Act, but largely remain on a par with the MIM in 
terms of outcomes for sworn officers.  
 
The deterrence effect is a pivotal part of the IIP and relies on two significant precepts, 
firstly, a fear of being caught, and secondly, knowing that any outcome will be 
deleterious to the individual. It is accepted that any serious breaches, including corrupt 
conduct would invoke consideration of criminal charges and commencement of the 
LOC (for sworn staff), or dismissal proceedings (for PSMA staff),  from the very outset.   
 
Benchmarking appropriate outcomes is a difficult task. The MIM is used to modify 
behaviour and the other outcomes are essentially punitive in nature. It is the correct 
application of these two areas (with the real threat of losing one’s employment), which 
will is likely to result in appropriate and effective deterrence.   
   
8.0 GOVERNMENT AGENCIES WITHIN WESTERN AUSTRALIA 
 
Another part of this review was to assess the equity and comparable responses of the 
WA Police and other WA Government agencies on how they investigate, manage and 
deal with computer misuse and alleged criminal breaches of 440A. 

Eighteen WA Government agencies were interviewed by the author and most provided 
copies of their relevant policies, procedures and Codes of Conduct. Four large Federal 
agencies were also interviewed and documents obtained. 

The interviews usually involved representatives from the equivalent of their 
Professional Standards / Internal Affairs area and they were able to shed light on how 
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they managed computer misuse and also the interaction with the WA Police for 
notification or investigation of criminal matters. 

It is not the role of the WA Police to provide guidance or assert its opinion on how each 
agency should police its RACS, this is largely the role of the CCC (for WA Public Sector 
agencies) and  also a role of the WA Public Sector Commission (PSC) in terms of 
recommended best practise and governance requirements.  

However, it is of interest  to see how  WA Police fared compared to other agencies 
and to assess the level of equity between the respective departments. I do not intend 
to dwell on any perceived shortcomings but the following became apparent as a result 
of the review: 

 WA Police appears to be the most proactive agency in WA in identifying and 
dealing with computer misuse from both a managerial and criminal 
perspective.  

 All of the agency policies are similar, in that they all have a basic premise of 
a ‘need to know basis’. 

 Each agency appears to have a slightly different culture on how they perceive 
information in RACS should be treated.  

 Some agencies appear to have little or no appetite to pro-actively search for 
computer misuse (and many do not have the advanced technical capability 
to conduct such auditing). 

 Penalties for sustained matters can vary considerably between different 
agencies. Some are very strict and some are remarkably laissez faire. 

 The manner in which information is stored in silo type systems (and also a 
graded security access systems within each silo) can assist in minimising 
computer misuse. 

 The type of information retained in agency RACS can affect the propensity to 
engage in computer misuse. Put simply, the more interesting the information 
is, the more likely it is to be accessed. 

 

A small number of agencies take a very firm approach and are willing to terminate the 
employment of persons who engage in computer misuse without engaging in 
managerial intervention. 

 
9.0 CONCLUSION 
  
This paper is intended to act as a catalyst to reduce the extent of computer misuse in 
WA Police by proposing and implementing the IIP. The information retained in WA 
Police RACS is of considerable interest to criminal entities and police must be ever 
vigilant to prevent this information falling into criminal hands. 
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It is the author’s opinion the public expectation of greater levels of security and privacy 
of their information retained in RACS will increase over time. Therefore, it is incumbent 
on WA Police to take an honest and open approach to this vexed issue and implement 
a cohesive plan to reduce computer misuse. 
 
To take a pragmatic approach, it is unlikely that misuse will be eradicated, however an 
attainable goal is to significantly reduce the current level and implementation of the IIP 
will word towards improving the agency culture towards treating the information 
holdings as custodians rather than owners. The introduction of technical IT solutions 
may come at a sizeable cost, but this needs to be measured against the financial and 
ethical cost of not implementing such strategies and it is the view that the IT solutions 
will assist in providing a clear ‘visual’ reminder should an employee breach a business 
rule. 
 
This review should act as a catalyst to holistically appreciate how the WA Police 
manage computer misuse. However, its use will be limited if there is not a concerted 
and continued effort to implement the IIP and review its effectiveness. The command 
is at the forefront of this challenge and is the driver of these changes. However, 
responsibility for implementing the raft of recommended initiatives does not rest 
exclusively with the portfolio and requires a concerted effort from multiple internal and 
external stakeholders.   
 
Academic research is not always embraced by the host agency and police have a 
reputation for being particularly conservative in this area. Indeed the WA Police are 
one of only a handful of agencies willing to tackle this problem rather than ignore it. 
The IIP is an example of using research as a driver to formulate real solutions to 
improve service delivery in the public sector. Its finding are applicable to any large 
organisation and the WA Police is to be commended for its willingness to review its 
shortcomings and to engage in a meaningful dialogue and a systematic search for a 
solution.   
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